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ZERO DATA LOSS NETWORK PROTECTION 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to optical communications, and more 
particularly to a system and method for protecting the loss of data in an optical 
communication system when a fault occurs, 

BACKGROUND OF THE INVENTION 

[0002] Current network architectures are configured to allow optimal transmission of 
binary data in the digital and optical domain. Network users typically require varying 
degrees of protection for the transmission of the data depending on the applications being 
used by the particular network user. For example, some users may not need any 
protection for low priority data applications, and therefore can withstand multiple 
interruptions for extended periods of time. Other users, however, may be usmg high 
priority data applications that require immediate protection of the data traveling over a 
service optical fiber line. 

[0003] Protection for data traveling over the service optical fiber line, i.e., service 
data, may be achieved by alternately routing the service data through unaffected 
equipment and transmission lines when a hardware fault occurs. After detecting the fault, 
the existence of the fault is typically communicated to an element management processor 
or a similar element in a network management system, which executes control algorithms 
to implement the re-routing of the data. To implement the re-routing of the data, a switch 
is effected to a protection route. The process of detecting the fault, communicating the 
existence of the fault and switching to a protection route results in a certain amount of 
delay between the detection of the fault and the re-routing of the data. 
[0004] Fig. 1 illustrates a network protection system for a ring architecture of an 
optical network. As shown in Fig. 1, the network protection system 10 includes a 
plurality of line terminating equipment (LTE) 12, 14, 16 and 18, service rings 22 and 26, 
protection rings 24 and 28, and a network management system (NMS) 20. In the example 
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shown in Fig. 1, a fault occurs between LTE 12 and LTE 14 in the form of a fiber cut. 
As a result of the fiber cut, LTE 14 will see a variety of out of tolerance conditions for 
data received from LTE 12 over service ring 22, which is communicated to the NMS 20, 
The NMS 20 implements a switch to the protection ring 24 in the transmission from LTE 
12 and in the reception at LTE 14. A similar situation occurs in reverse for the service 
ring 26 and the protection ring 28. 

[0005] Between the time that the fault is detected and the switch is made to the 
protection ring from the service ring, there is a delay time T^. The delay time T^ is the 
sum of the following times: fault detection time Tp^; communication time to the NMS 20 
TciNMs^ decision time by the NMS 20 T^msd? communication time to the transmitting LTE 
12 for switching transmission Tc2nms? switching time at the transmitting LTE 12 Ts^^; 
communication thne to the receiving LTE 14 for switching reception Tcsnms^ ^d 
switching time at the receiving LTE 14 T^wi- When a fault occurs at a time Tq, the next 
data received is the data sent at time To + T^. As a result, the data transmitted between 
the time Tq and the time To + T^ is lost. 

[0006] Among the different times contributing to the delay time T^y, the fault detection 
time Tpi) may be very short, but the time to communicate the fault to the NMS 20, Tcinms? 
such as with an emergency flag propagating through control layers of the network 
protection system 10, can be significant. After receiving the flag, the NMS 20 decides 
what action to take. Since many other alarms may be received simultaneously, a latency 
period may occur before any action is taken, which increase the decision time T^msd by 
the NMS 20. Once the NMS 20 has determmed the response to the fault, the NMS 20 
communicates the response to the affected LTEs, which trigger the appropriate switches. 
Although optical switches have fairly fast response times, resulting in relatively short 
switch times Tswi and Tsw2> there is typically a significant delay with respect to the times 
Tc2NMs Tc3NMs ^r the NMS 20 to communicate the switches to the LTEs. 
[0007] Fig. 2 is a block diagram of a conventional network protection system for a 
1 + 1 configuration of an optical network. As shown in Fig. 2, the optical network 
includes transmission protocol devices 32, 34 and 44, line terminal equipment (LTE) 36, 
38 and 40, a protection switch 42, a service line 46 and a protection line 48. The 1 + 1 
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configuration of Fig. 2 provides for the simultaneous and synchronous transmission of 
data through the service line 46 and the protection line 48. 

[0008] In the optical network, the same data signals are received by the transmission 
protocol devices 32 and 34 for the service line 46 and the protection line 48, respectively. 
The data signals output from the transmission protocol devices 32 and 34 are respectively 
received by the LTEs 36 and 38. The LTEs 36 and 38 each combine the data signals into 
a single multiplexed signal (WDM signal) and transmit the WDM signal respectively over 
the service line 46 and protection line 48. The WDM signal from the service line 46 is 
received by the LTE 40, which demultiplexes the WDM signal into the respective data 
signals and outputs the data signals to the transmission protocol device 44. The WDM 
signal output from the protection line 48 is received by the protection switch 42, which 
selectively switches the WDM data signal from the protection line 48 to the LTE 40 in 
response to the detection and processing of a fault in the service line 46. 
[0009] Like the ring architecture of Fig. 1, there is a delay time T^ between the time a 
fauU is detected in the service line and the time the switch in the protection switch 42 is 
made to provide the WDM data signal from the protection line 48 to the LTE 40. 
Consequently, ±e 1 + 1 configuration shown in Fig. 2 also loses the data that would have 
been received over the service line 46 during the delay time T^. 



SUMMARY OF THE INVENTION 

[0010] Briefly, in one aspect of the invention, a method for protecting from the loss of 
data in an optical data network includes receiving the data over a service optical fiber line, 
delaying reception of the data over a protection optical fiber line by a first delay amount 
with respect to the reception of the data over the service optical fiber line, and detecting a 
fault condition in the service optical fiber line. In response to the detection of the fault 
condition, the transmission of data over the protection optical fiber line is received. The 
first delay amount corresponds to at least the amount of time to switch to the reception of 
the data over the protection optical fiber line from the reception of the data over the 
service optical fiber line after the detection of the fault condition. 
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[0011] In another aspect of the mvention, the delaying includes storing a first amount 
of the data in a buffer coupled to the protection optical fiber line, the first amount of the 
data corresponding to at least the amount of data that is transmitted over the service 
optical fiber line during the first delay amount. 

[0012] In yet another aspect of the invention, a system for protecting from the loss of 
data in an optical data network includes a transmitting termmal which transmits the data, a 
receiving terminal which receives the data transmitted by the transmitting terminal, a 
service optical fiber line which propagates the data fi*om the transmitting terminal to the 
receiving terminal, and a protection optical fiber line which propagates the data from the 
transmitting terminal to the receiving terminal. The system also includes a switch, 
coupled to the receiving terminal and to the service and protection optical fiber Imes, the 
switch providing data to the receivmg terminal from the service optical fiber line during 
normal operation and from the protection optical fiber line when a fauU is detected in the 
service optical fiber line, and a delay circuit for delaying the transmission of the data 
propagating on the protection optical fiber line, the delay circuit imparting a delay amount 
at least equal to an amount of time between the detection of the fauU in the service optical 
fiber Ime and the switch providing data to the reception circuit from the protection optical 
fiber line. 



BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] Fig, 1 shows a conventional network protection system for a ring architecture 
of an optical network. 

[0014] Fig. 2 is a block diagram of a conventional network protection system for a 
1 + 1 configuration of an optical network. 

[0015] Fig. 3 is a block diagram of a zero data loss network protection system 
consistent with the present invention. 

[0016] Fig. 4 is a flow diagram for a zero data loss process consistent with the present 
invention. 
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[0017] Fig. 5 is a flow diagram for synchronizing the data after a fault occurs in the 
system of Fig. 4, consistent with the present invention. 

[0018] Fig. 6 is a block diagram of data buffer in the zero data loss network protection 
system of Fig. 3, consistent with the present invention. 

[0019] Fig. 7 is a block diagram of the data buffer of Fig. 6 implemented with a 
double-buffering scheme, consistent with the present invention. 

[0020] Fig. 8 is a flow diagram for the zero data loss process using the data buffer of 
Fig. 6, consistent with the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 

[0021] Fig. 3 is a block diagram of a zero data loss network protection system 
consistent with die present invention. Like the architecture of Fig. 2, the system of Fig. 3 
includes transmission protocol devices 32, 34 and 44, line terminal equipment (LTE) 36, 
38 and 40, a protection switch 42, a service line 46 and a protection line 48. The devices 
32, 34 and 44 may be implemented as SONET and SDH boxes or an IP router. 
Alternatively the devices 32, 34 and 44 may be implemented using Multi-Protocol Data 
Label Switching (MPLS), General MPLS (GMPLS) or other networking schemes. The 
architecture of Fig. 3 illustrates a 1 + 1 configuration that provides for the simultaneous 
transmission of data through the service line 46 and the protection line 48. The zero data 
loss network protection system is equally applicable to other optical architectures, such as 
the ring architecture of Fig. 1 or a collapsed ring architecture. 

[0022] As described above, when a fault is detected on a service path, data is either 
rerouted over a protection path, such as in a ring architecture, or a switch is made to 
receive data over a simultaneously transmitting protection path, such as in a 1 + 1 
architecture. In either situation, there is a delay time T^ between the time the fault is 
detected and the time the switch is made to receive data over the protection path. As a 
result of the delay, data is lost that would have been transmitted over the service path 
during the delay time T^. 
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[0023] As shown in Fig. 3, a data delay amount Tdd is imparted to the data signals 
received by the transmission protocol device 34 and the LTE 38 with respect to the data 
signals received by the transmission protocol device 32 and the LTE 36. The data delay 
Tdd delays the transmission or reception of the signals traveling on the protection Ime 48 
by at least the delay amount Tp corresponding to the detection of a fault and the switch to 
receiving the data from the protection Ime 48. Although the data delay Tdd may be equal 
to the delay amount Td, the data delay Tdd is preferably set to an amount sufficiently 
larger than the delay amount Tp to ensure that no data is lost if the delay amount Td 
should increase. During normal operation, the LTE 40 receives the WDM signal, which 
corresponds to the data signals received by the LTE 36, from the LTE 46 over the service 
line 46. When a fault is detected, however, protection switch 42 switches to provide the 
WDM signal from the LTE 38 over the protection Ime 48 to the LTE 40. 
[0024] Fig. 4 is a flow diagram for a zero data loss process consistent with the present 
invention. The process shown in Fig. 4 is applicable to the zero data loss network 
protection system of Fig. 3. As shown in Fig. 4, data is transmitted over the service Ime 
46 (step 410). The data transmitted over the service line 46 may be a WDM signal output 
from the LTE 36, which receives multiple optical signals from the transmission protocol 
device 32. 

[0025] Data is also simultaneously transmitted over the protection line 48 but is 
delayed with respect to the transmission of data over the service line 46 (step 420). The 
data delay amount Tdd imparted to the data transmitted over the protection line 48 is at 
least as much as the delay amount Td corresponding to the tune a fault is detected in the 
service line 46 and the tune a switch is made to receive data over the protection line 48. 
As described below, the data delay amount Tdd may be unparted usmg a delay circuit 
implemented in the transmission protocol device 34, the LTE 38, or independent of either 
one anywhere along the protection path between the transmission protocol device 34 and 
the LTE 40. 

[0026] During normal operation of the zero data loss network protection system, the 
protection switch 42 is set to have the LTE 40 receive a data signal, such as a WDM data 
signal, over the service line 46 from the LTE 36. The protection switch 42 remams in 
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this setting until a fault is detected in the transmission of the data signal over the service 
line 46 (step 430). The detection of the fault may be determined by using, for example, 
an optical signal analyzer (OS A) implemented in the LTE 40, which identifies a variety of 
out of tolerance conditions for data received by the LTE 40 and communicates the fault to 
anNMS. 

[0027] In response to the detection of the fault in the service line, a switch is effected 
to received data from the protection line 48 instead of the service line 46 (step 440). With 
reference to Fig. 3, the protection switch 42 is set to provide the data signal from the 
protection line 48 to the LTE 40. The setting of the protection switch 42 may be 
controlled by the NMS according to the detected fault. 

[0028] When the switch is made to receive the data signal from the protection line 48 
instead of the service line 46, the data delay amount T^d imparted to the data signal on the 
protection line 48 ensures that no data is lost during the delay time T^ between the tune 
the fault is detected and the time the switch is made. However, some of the data received 
over the protection line 48 may overlap with the last part of the data signal received over 
the service line 46. 

[0029] To compensate for the overlap, the last bits of the data signal received over the 
service line 46 may be synchronized with the first bits of the data signal received over the 
protection line. Fig. 5 is a flow diagram for synchronizing the data after a fault occurs in 
the system of Fig. 4, consistent with the present invention. As shown in Fig. 5, after 
receiving the data over the service line 46 (step 510) and then detecting a fault in the 
transmission over the service line 46 (step 520), the last bits or frame of data received 
over the service line 46 are stored (step 530). 

[0030] The storage of the last bits or frame of data may be done continuously during 
normal operation or only after the detection of the fault. If done continuously, a delay in 
the reception of the data from the service line 46 may be avoided by providing a separate 
path to the storage from the normal communication path. If the format of the transmitted 
data includes frames, then a frame may be stored. If the format of the transmitted data 
does not include frames or similar blocks of data, then a set amount of data may be 
stored, such as the amount of data transmitted over a particular amount of time. The data 
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may be stored in an optical buffer or a digital storage device, such as an SDRAM chip. 
The storage device may be implemented in the LTE 40, the transmission protocol device 
44 or between the two devices. 

[0031] As described above, in response to the detection of the fault, a switch is made 
to receive the data from the protection line 48 (step 540). The data received from the 
protection line 48 is then compared to the data from the service line 46 that had previously 
been stored (step 550). The comparison is made to identify where the data from the 
service line 46 and the protection line 48 match. The comparison circuit may include 
digital logic devices as are known in the art to determine where there is a match. To 
make the comparison, the data received from the protection line 48 may first be buffered 
in a storage device. 

[0032] Based on the resuk of the comparison, the data received over the service line 
46 at the time of the fault can be synchronized with the data received over the protection 
line 48 after the fault (step 560). The data can be synchronized by forwarding the data 
from the protection line 48 that is received after the matching data and deleting the data 
received from the protection line 48 from the time of the switch to the time the match is 
identified. 

[0033] Fig. 6 is a block diagram of a data buffer in the zero data loss network 
protection system of Fig. 3, consistent with the present invention. As shown in Fig 6, 
along die protection path on the transmission side, the zero data loss network protection 
system includes an optical to electrical conversion and grooming (o/e converter) circuit 
52, a data buffer 54, and an electrical to optical (e/o) converter 56 between the 
transmission protocol device 34 and the LTE 38. The o/e converter 52, data buffer 54 
and e/o converter 56 may all be located in the transmission protocol device 34, in the LTE 
38 or elsewhere in the protection path prior to the LTE 40, 

[0034] The data buffer 54 preferably includes a read/write SDRAM. The size of the 
data buffer 54 depends on the data rates of the data signals and the data delay amount Tjy^. 
For example, if the data delay amount Tpp is 50 milliseconds, and the data rate is 10 
gigabits per second, the data buffer 54 would need to have at least a 500 megabit capacity. 



In addition to ttie size, the data buffer 54 is preferably implemented to have a throughput 
consistent with the data rate of the received data signal. 

[0035] Since SDRAM devices are typically single port devices, only a single read or 
write operation may occur at any one time. To maximize memory bandwidth and the 
throughput, a double-buffering scheme may be used, which provides two identical buffers 
that are operated m a ping-pong fashion. Fig. 7 shows a block diagram of the data buffer 
54 implemented with a double-buffermg scheme. As shown m Fig. 7, the data buffer 54 
includes a write data register 62, a read data register 74, a first buffer 64, a second buffer 
66, a synchronization controller 68, an address generator 70 and a data multiplexer 
(MUX) 72. 

[0036] At any one point in time in the operation of the data buffer 54 shown in Fig. 7, 
data is received at the write port by the write data register 62 and is written into either the 
first buffer 64 or second buffer 66, which are preferably unplemented as SDRAM. At the 
same tune, the other of the first buffer 64 and the second buffer 66 is either read or 
emptied of previously written data. As a result, the read and write operations to the two 
buffers occur sunultaneously, but to different buffers. Once the buffer bemg written to is 
full and the other buffer is empty, a synchronous switch occurs, as controlled by the 
synchronization controller 68 and the address generator 70. After the synchronous 
switch, mcoming data is written into the empty buffer, while outgoing data is read from 
the full buffer. 

[0037] The address generator 70 provides sequential addresses to both the first buffer 
64 and the second buffer 66. Since the two buffers are synchronized to each other, only 
one address is needed. At any one point in tune, a write is occurrmg to one buffer while 
a read is occurrmg at the other buffer, where both the read and write operations occur at 
the same address. 

[0038] The synchronization controller 68 controls the overall operation of the data 
buffer 54. At the begmning of a cycle, the synchronization controller 68 signals the 
address generator 70 to begin generating addresses to the furst buffer 64 and the second 
buffer 66. The address generator 70 also controls the selection of the buffer for writing 
and reading, such as by controlling a toggle switch that either writes to the fust buffer 64 
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and reads from the second buffer 66 or reads from the first buffer 64 and writes to the 
second buffer 66. The write data register 62 and the read data register 74 are used to 
synchronize the data between external interfaces to the data buffer 54 and the first buffer 
64 and the second buffer 66. The clock signal provides timing control for the data buffer 
54 logic. 

[0039] When the data buffer 54 is implemented as a digital storage device, such as the 
SDRAM, the o/e converter 52 and the e/o converter 56 are included to convert the optical 
signals to electrical signals for writing into the data buffer 54 and to convert the electrical 
signals read from the data buffer 54 into optical signals. Instead of a digital storage 
device, the data buffer 54 may be implemented as an optical buffer. In that case, it is 
unnecessary to include the o/e converter 52 and the e/o converter 56. The converters may 
also be unnecessary for the digital data buffer depending on the location of the data 
buffer, as the LTE 38 typically converts the optical data signals received from the 
transmission protocol device 34 into electrical data signals to perform some processing on 
the data signals before transmitting them on the protection line 48. It therefore may be 
possible to insert the data buffer 54 into the LTE 38 where the data signals have already 
been converted to electrical signals. 

[0040] Fig. 8 is a flow diagram for the zero data loss process using the data buffer of 
Fig. 6, consistent with the present invention. As shown in Fig. 8, data is received from 
an optical network (step 810). With respect to Fig. 6, the data is received by the 
transmission protocol device 34. The data received by the transmission protocol device 
34 is converted from an optical signal to an electrical signal (step 820). The conversion is 
performed by the o/e converter 52. As described above, the conversion may be 
unnecessary if the data buffer 54 is implemented as an optical buffer or if the data buffer 
54 is located in the LTE 38 after the optical data signals have already been converted to 
electrical data signals. 

[0041] After the conversion, the data is stored in the data buffer 54 (step 830). The 
size of the data buffer 54 is sufficient to store the amount of data that would be 
transmitted during the data delay amount Tjy^, The data read from the data buffer 54 is 
then converted back into an optical data signal (step 840) and transmitted over the 
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protection line 48 (step 850). In addition to including the data buffer 54 prior to the 
transmission over the protection line 48, it is possible to include the data buffer 54 on the 
reception side, such as within or prior to the protection switch 42. In this case, the data 
read from the data buffer 54 already would have been transmitted over the protection line 
48. 

[0042] The foregoing description of a preferred embodiment of the invention has been 
presented for purposes of illustration and description. It is not intended to be exhaustive 
or to limit the invention to the precise form disclosed, and modifications and variations 
are possible in light in the above teachings or may be acquired from practice of the 
invention. The embodiment was chosen and described in order to explain the principles 
of the invention and as practical application to enable one skilled in the art to utilize the 
invention in various embodiments and with various modifications are suited to the 
particular use contemplated. It is intended that the scope of the invention be defined by 
the claims appended hereto and their equivalents. 



